
K.L.N.College of Engineering (Autonomous) 

IT Policy 
 

 

The college has a IT policy to ensure ethical, secure, and effective use of the 

college's IT resources for academic and administrative purposes. This policy applies to all 

students, faculty, staff, contractors, and visitors using the college’s IT resources, 

including hardware, software, networks, and data. 

Acceptable Use 

 Use IT resources only for authorized academic or administrative activities. 

 Prohibited activities: unauthorized access, sharing sensitive data, spreading malware, or 

personal financial gain. 

Data Security 

 Users must protect sensitive and personal information by following college data 

protection protocols. 

 Confidential data must not be stored on unapproved devices or shared without 

authorization. 

 Users are responsible for safeguarding their login credentials. 

Software and Hardware 

 The institution has a IT Policy to procure the SSL ( Secure Socket layer) certificate and 

Firewall ( Sophos) for end to end security purpose and also to install CCTV cameras 

across the campus The College has Internet of 500 Mbps Direct Link from RailTel 

Communication Link (500 Mbps) 24 hours x 7 days a week Internet facility available in 

all Departments 

 

 

Internet Provider 

 

Type 

 

Bandwidth 

 

RailTel 

 

OFC 

 

500 Mbps 

 

Wi-Fi Zone 

To provide convenient connection of notebook computers to the campus network 

and to facilitate internet connectivity, both wireless LAN access points and fixed network 

outlets have been installed at different areas on campus including the Central Library, 

Conference Halls, Canteens, Auditorium and Hostel. With the adoption of the WPA (Wi-

Fi Protected Access) Protocol, data communication over the wireless LAN is highly 

secure. With a notebook computer with wireless capability, the students/staff may get 

convenient access to the campus network at locations with wireless access points 

established. The Wireless LAN will also facilitate departments and student organizations 



in holding exhibitions, presentations and any other functions which require network 

access in the open areas. 

 

Cyber Security (Firewall) 

 

To safe guard the Academic and Personal data a strong firewall has been implemented. 

Sophos Web client is installed to protect the College, Faculties and students data.  

Software and Hardware Usage 

 Only college-approved software may be installed on institutional devices. 

 Users must not copy or distribute software in violation of licensing agreements. 

 Requests for new software or hardware should be submitted through the IT department. 

Monitoring and Privacy 

 The college reserves the right to monitor IT resource usage to ensure compliance with 

this policy. 

 Monitoring will be conducted in a manner that respects user privacy while protecting 

institutional assets. 

 



 

 

 

 

 



 

Structure of College WiFi 

 

     



S.No 
No of 

Device 
Locations TOTAL 

 

1 4 
Men’s Hostel -2 ( Final year block, Mess), Pg Block-1,IT 

WIFI LAB. 4 

 

2 4 Library block-1, EEE block-2, Mech block-1 8  

3 5 Men’s hostel -2 ( Final year block,Mess), PG block -2, IT -1 13 

 4 2 EEE block -2 15 

 
5 4 

CSE-1,ECE-1, Men’s hostel-2 (first year block, final year 

block) 19 

 6 2 Auto mobile -1, Mechanical -1 21 

 7 1 Men’s hostel -1 22 

 8 2 Ladies hostel -2 24 

 
9 7 

Office -1, CSE-1, Men’s hostel -2 (First block first 

floor),Ladies Hostel-2, MENS HOSTEL -1 31 

 
 

31 
 

31 

  


